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Abstract. The relentless penetration of information and communication systems into all
spheres of life and the widespread use of digital technologies has been called “digital
transformation”. Different systems demonstrate a different ability to effectively resist risks of any
origin and nature, adapt to changes in the environment, maintain rapid recovery and return to
maximally stable functioning. Such properties are generally called resilience. If these properties
are acquired or enhanced through the use, application and development of digital technologies,
we call them digital resilience. To analyze digital resilience, it is suggested to consider digital
subscribers, digital needs, digital tools and their dependencies. Practical examples of such
dependencies are given, which are formed under the influence of systematic missile attacks of
the aggressor on the power energy system of Ukraine. The foundation was laid for a combined
digital resilience assessment methodology that includes a metric approach and the theory of
topological spaces.

1. Introduction
A society is being transformed to help individuals and communities use knowledge and ideas
that help people realize their potential and realize their aspirations [1]. Digital transformation is
a characteristic feature of a digital society whose economy is based on information technologies.
The semantic field of digital transformation includes such concepts as the digital economy, digital
skills, digital rights, e-government, digital innovations and much more. The digital component of
existence acquires significant value and becomes an object of attack. The one’s ability to resist a
direct or indirect impact on the digital component of their being is known as “digital resilience”.
By the ability to resist, we mean the dynamic property of the individual or a system, which is
embedded in its organization (functional scheme) and which serves as the basis for the ability
to overcome negative impacts arising from risks, as shown on figure 1 and well-explained in [2].
Digital resilience characterizes how successfully and constructively one overcomes challenges of
any origin and nature, adapts to changes in the environment, maintains stable functioning,
quickly recovers to the desired balance and evolves after crisis situations based on the use,
application and development of digital technologies. Digital resilience can be a property of an
individuals, communities, businesses, society, the state as a whole. It is subject to analysis,
measurement and improvement. In [3] authors describe the role of digital social support, digital
health, and digital identities in the process of adjusting to a new reality for refugees.

Thus, much attention is spent to the resilience of cyber systems. For example, in [4]
authors describe resilience metrics which link national policy goals to specific system measures,
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Figure 1. Stages of resilience according to National Academy of Sciences proposal.

such that resource allocation decisions. Being cyber-physical systems, power energy grids
have mutual dependencies of their resilience and resilience of both electronic communications
and information systems. Clark and Zonouz [5] are noted that resilience of is based on the
assumption that a sophisticated intrusion may succeed to evade the deployed protection and
runtime detection mechanisms and impact the underlying system services and assets excepting
the core functionalities. Based on power systems case study, authors formulate cyber defense
policies that ensure the resilience conditions are satisfied.

The experience of Ukraine is extremely valuable for the study of digital resilience. Ukraine
is a state that was among the leaders of digital transformation before the large-scale Russian
invasion. Unprecedented missile attacks on the main facilities of the power industry lead to
massive emergency power outages, which are controlled by the enormous efforts of power network
operators. Businesses, telecommunications operators and the general population are trying to
adapt to the continuously declining level of electricity supply.

Currently, Ukraine is in transition: instead of scheduled power outages for several hours a
day, scheduled inclusions for several hours a day are introduced. In December, 2022 multi-
day outages took place. Each business and each household must constantly review their survival
options during the growing impact of this negative factor, which directly brings us to the need for
resilience analysis. In our opinion, science should contribute to the development of mechanisms
for absorption of negative impact, adaptation to the new state and evolution of information and
communication systems. This requires the collection, analysis, and systematization of existing
experience (especially sectoral) in order to reduce the number of trials and errors in the future
when creating resilient information and communication systems in conditions of limitations and
uncertainties.

2. Research aim and methodology
To develop methods of increasing the resilience of information and communication systems to
threats related to the electric power industry, the following tasks must be solved:

• investigate the most sensitive digital needs of digital subscribers;
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• analyze the cyber threats that large-scale power outages pose and how they affect digital
needs;

• analyze network architectures, types of electronic communications, data transmission
systems, topologies, and determine which combinations can increase the resilience of
information and communication systems (ICS) involved in providing the most sensitive
information needs of the population and business.

As a result of the analysis, sets of digital subscribers – DS, digital needs – DN, and digital
means (or digital tools) – DT will be obtained as depicted on Figure 2. These three sets will
form a variety of tuples of three elements each (ds ∈ DS, dn ∈ DN, dt ∈ DT ), as well as from
two elements based on existing and available combinations:

(i) digital subscriber and one’s needs: (ds ∈ DS, (dn1, dn2, dn3, ..., dnn) ∈ DN);
(ii) digital subscriber and available digital means(ds ∈ DS, (dt1, dt2, dt3, ..., dtn) ∈ DT );
(iii) digital needs and acceptable digital means for obtaining them (dn ∈ DN, (dt1, dt2, dt3, ..., dtn) ∈

DT );
(iv) digital means and subscribers that can use them (dt ∈ DT, (ds1, ds2, ds3, ..., dsn) ∈ DS);

and this list is not final.

Figure 2. Overlapping sets create tuples: 1 – digital subscriber and one’s digital needs; 2 –
digital subscriber and available digital means; 3 – digital needs and acceptable digital means for
obtaining them.
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Let there exist a set D such that ∀ds ∈ D, ∀dn ∈ D, and ∀dt ∈ D. Let there exist a system
of elements of this set T, which includes all possible combinations of these elements, unions and
intersections of these sets: ∃T : ∅,D ∈ T;∀D′,D′′ ∈ T : D′ ∪D′′ ∈ T;D′ ∩D′′ ∈ T.

Then T corresponds to the definition of topology on the set D , and a couple (T,D)
corresponds to the definition of topological space. Individual elements of the topology represent
network structures [6], that can be researched using graph theory, complex network theory, and
topological space theory to develop models and methods for enhancing digital resilience.

Let’s look inside of those structures. For the operation of an ordinary business, for example,
a chain of retail stores, the local ICS of each store, the ICS of the head office, usually the ICS of
the operator of the datacenter where ERP system resides, and several more ICSs belonging to
the operators of electronic communications may be involved (modern data transmission systems
are mostly convergent [7], and therefore have their own information communication systems).
The functioning of the mass media (including broadcasting systems), state information services
for the society, transport, healthcare, education are connected with ICS. It is also important to
realize the main role of ICS in personal communication and the possibility of being in touch.
First of all it’s about global software platforms of instant messengers and social networks. These
examples testify to the existence of an open set of cyber-social systems, the functioning of which
is a component of the resilience of the entire society.

In the vast majority of cyber-social systems, the user gets access to digital services via
the Internet. Therefore, sufficient connectivity and bandwidth of the global network is the
most important factor in the stability of ICS, and therefore in digital resilience. Thus, the
availability of Internet access is the most important factor of information security, which affects
the availability of information.

3. Examining examples of dependencies between power grid and digital resilience
The Ukrainian power energy industry is unique in Europe due to the presence of a large transport
system with nodes whose capacity reaches 3 GVA, as well as unique 750 KV transformers which
are custom design equipment. However, these main nodes are the easiest prey to the enemy due
to missile terror (figure 3).

Massive Russian terrorist missile attacks on Ukraine’s electricity industry lead to massive
blackouts that are difficult for power grid operators to control. One of the major missile attacks
led to a blackout of the country’s entire power grid for 12 hours [9]. Degradation of electricity
supply goes through several stages. At the end of November 2022, instead of planned power
outages (for several hours per day), planned power-ups for several hours per day were introduced,
as shown on figure 4. By weekdays in rows, we can see darkest cells representing planned outages,
gray ones show possible outages in case of overloads in the energy system, and pairs of bright
cells mark hours of guaranteed provision of power. In fact, the schedule is rarely followed.

Russia widely uses a variety of munitions: from cheap Iranian barrage munitions (Shahed 136
drones) to complex hypersonic missiles of great destructive power. Despite the huge successes
of the air defense of Ukraine, during each massive enemy strike, several munitions reach the
target, causing new destruction to the energy system [10]. In the future, new missile attacks
and regular multi-day outages are expected. This is a real test for the modern digital society
based on information technologies and electronic communications.

Figure 5 shows a generalized individual-centric digital chain that connects a digital actor
with a set of digital needs using a set of digital means. As we can see, the key element of
digital resilience is the means of electronic communications (dt set). The initial element of
digital resilience is the digital subscriber (dt set) – consumer of digital services. This is either
an individual or a legal entity, the needs of which vary, and the availability of tools for them is
also slightly different.

The risks associated with the lack of electricity power affect all elements without exception,
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Figure 3. Power autotransformer destroyed by missile strike in Rivne region [8].

but not to the same extent. Let’s consider what lessons Ukraine learned during the last few
months of 2022.

3.1. Problems on the subscriber’s side
The main component that an individual needs to meet digital needs is the electrical power
supply of one’s office or home or other place where private information communication systems
reside. The majority of Ukrainians live in apartment buildings, they have no redundant power
supplement systems or local generation facilities. To cover multi-hour power outages, private
individuals and small offices massively purchase or construct uninterruptible power supplies
(UPS). Typical UPS models for home or small office not designed for long-term autonomous
operation. Their batteries designed to provide electric current for a maximum of tens of minutes.
The use of non-standard batteries of large capacity leads to overheating the UPS both during
long-term autonomous operation and during charging of such enormous batteries. Ignoring this
danger could result in battery explosion and fire.

The use of systems based on car batteries has also gained popularity. Car starter batteries
proved to be ineffective as a source of long-term supply of electric current. This is related to
the chemical properties of acid batteries. They are prone to sulfation during deep discharge, so
they can relatively reliably deliver only 0.3 part of their nominal capacity. In addition, their
presence and use indoors causes additional safety problems due to the evaporation of harmful
substances from the battery [11].
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Figure 4. The real-life schedule of planned and emergency power outages for average district of
the Kyiv city introduced by power distribution company DTEK (https://dtek-kem.com.ua).

Figure 5. Generalized “digital chain” from digital actor to digital needs.

The use of specialized low-power UPS for individual devices, primarily for home wireless
routers, has become popular. This makes sense if the local Internet provider has ensured the
operation of its network during continuous power outages. The issue of Internet providers will

https://dtek-kem.com.ua
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be discussed below. In terms of human safety, this is a very attractive solution. But it turned
out that in the mode of long-term power outages, accelerated degradation of batteries of all
main types occurs.

Attempts to use alternative generation (primarily solar generation) cause many purely
technological difficulties. Residents of individual apartments who are able to place solar panels
on the outside and face south can count on partial success. But Russians began their missile
terror against critical civil infrastructure in mid-autumn, when the duration of daylight shortens
and cloudy days increase. Therefore, the effectiveness of the panels until spring will be very low,
even for the lucky ones. Solar panels should be centrally located on the roofs of high-rise
buildings. It is clear that such a solution requires large project works at the level of the entire
building, not a separate apartment.

The use of generators based on gasoline or diesel engines requires major decisions at the
level of entire buildings. There are strict sanitary and fire regulations for the installation and
operation of such generators. In addition, there is a significant problem of legal storage of fuel
stocks, since in Ukraine this type of activity requires obtaining a license.

The use of mobile Internet by end users is the most popular. There are two main factors. First
is that mobile Internet access in Ukraine is cheap comparing to Europe. Besides, after declaration
of martial law mobile operators opened a free roaming between their networks. Second factor
is that end mobile devices (4G modems, smartphones, tablets, laptops, POS terminals) have
their own batteries, which can be additionally recharged from pocket power banks. However the
operators’ networks are affected by problems which will be described below.

3.2. Problems of the access to digital needs
Problems of the access to digital needs are mostly related to problems of architecture and
topology of local Internet access provider networks. Let’s review a few most common ones.

Ethernet – the main technology for Internet access in high-rise buildings. UTP cable and fiber
optics are used. A typical network is divided into 2 or 3 layers – core, distribution and access.
While the core layer equipment is always located in places with redundant power supplement,
the equipment of other layers is closer to subscribers and much more suffers power outages.
These are Ethernet switches serving the connection for several apartments (typically from 16
to 48). An attempt to provide them with large-capacity batteries ran into problems of rapid
degradation of batteries due to long power outages and insufficient charge as a result. The use of
the most modern type of LiFePo4 batteries with charge controllers of the appropriate power has
not yet been widely introduced due to the high cost of these devices and insufficient saturation
of market [12].

DOCSIS – another “last mile access” technology widely used in Ukrainian cities. DOCSIS
is based on the use of coaxial cable (HFC), which used to branch out the terrestrial television
signal. The architecture is shown in figure 6 and provides for the presence of a cable management
telecommunication system (CMTS) per group of subscribers, as well as repeaters (amplifiers).
All these devices require power supply. According to the reviews of users of the operator Volia
Cable in Kyiv, this operator does not have any particular advantages in network stability in
time of continuous power outages.

ADSL is a technology based on the use of a physical landline telephone network (plain old
telephone service). This is a legacy technology for Ukraine, which, however, is still widespread
in the developed countries of Europe [13]. Its attractiveness is that the network uses rather long
last miles (up to several kilometers) without repeaters, and the operator’s equipment is located
next to the PSTN (telephone stations), which is always a priority consumer in the power grid
and is provided with backup power as critical infrastructure. The main disadvantage of ADSL
is the limited speed (usually up to 3 Mbps upstream, and 8 to 20 Mbps downstream). Many
Ukrainian Internet users would prefer to return to this technology due to the inability of other
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Figure 6. DOCSIS topology requires CMTS at provider’s site and amplifiers at customers’
buildings to be supported by uninterruptible power supplies.

providers to support networks. But it turned out that in the course of the gradual degradation
of landline telephone communication, the infrastructure of copper cables is often broken and
destroyed.

Passive optical networks, known as PON, is a widely known and efficient optical network
architecture. Its main advantage is coverage of the widest range of subscribers using the
minimum number of ports on the operator’s side. This achieved by using totally passive devices
called optical splitters for creating mixed tree topology, as shown on figure 7. So only optical
line units (OLT) at provider’s side and optical network terminals (ONT) at subscriber’s side
require power supply.

The problem with PON is that it is a relatively new technology. It is widely used to build new
broadband Internet access networks, while the main urban networks are result of merges and
acquisitions of small networks of past and keep growing on old technologies. At the moment, old
networks are already physically interfering with the laying of new communications. The process
of abandoning Ethernet and DOCSIS will obviously continue for many years.

Mobile (cellular) networks also suffer from power outages. 3G and 4G technologies require
a high density of base stations from operators. Their location mostly does not provide for
the possibility of using backup generators, and their power excludes the possibility of long-
term operation from batteries. In the city of Kyiv, operator networks can be overloaded
during power outages, especially in uptowns and suburbs, where the density of base stations
is lower. According to the adopted decisions, the mobile operators consider the provision of
voice communication as a priority service. Other services may degrade to the level of 20 percent
of the nominal [15].

A review of access technologies would be incomplete without satellite systems. The use of a
fixed or mobile satellite Internet system is also gaining popularity. Several satellite operators do
their business in Ukraine. But above all, the leader is Starlink. The supply of Starlink terminals
takes place under several international programs at the expense of the state budget of Ukraine,
international partners and sponsors. In addition, a significant number of Starlink terminals were
purchased by private consumers [16]. The advantages of such a solution are independence from
local networks and operators, relative connection reliability and bandwidth which fully meets
the needs of a private user or, with some restrictions, a group of consumers. The disadvantages
are that in cities with high-rise buildings, users have a problem with the location of antennas
(figure 8) and their power supply at the level of a particular residence. Solving problems requires
centralized solutions, but Starlink terminals have proprietary limitations that require significant
costs to obtain the possibility of collective use of the station for the benefit of several consumers
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Figure 7. In Passive Optical Network topology passive optical splitters (S) are widely used.
Optical line units (OLT) at provider’s side and optical network terminals (ONT) at subscriber’s
side require power supply [14],

Figure 8. Examples of antenna installation of Starlink stations in cities of Ukraine (photo by
https://highload.today).

(several apartments or offices).
Also worth noting that Ukraine has widely announced the deployment of so-called

“Invincibility points”, designed to provide heating, hot drinks, electricity for charging private
devices and, in some places, Internet access. The following structural elements are necessary for
the successful functioning of “Invincibility point”:

https://highload.today
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• professional electric generator capable of working continuously for a long time (which is not
provided by widespread household gasoline generators). Its output power capacity must
correspond to the expected electricity consumption;

• structured cable system for the possibility of safely connecting several dozen devices
with lithium batteries. For instance, the charge of a modern laptop consumes up to
65W, connecting 50-100 laptops requires a serious attitude to the cable system and load
calculation;

• reliable Internet access, taking into account the features of operator technologies, which
were observed above;

• professional equipment for building a Wi-Fi network capable of serving dozens and hundreds
of devices at the same time (home Wi-Fi routers and access points are not suitable for this).

The practical experience of the city of Kyiv is that the premises of catering establishments,
schools, etc. receive the status of “Invincibility points”. Figure 9 demonstrates this. Each
institution independently solves the problems of heating, energy, sanitary requirements, access
to the Internet. “Invincibility points” are effective from the point of view of digital resilience,
but their impact cannot be called significant.

Figure 9. Map of Invincibility points in random Kyiv uptown district with population 45..60
thousand residents. Blue signs point to local stores and tell there is only charging available.
Yellow signs mean that Internet access and hot drinks also available, and they point to school
buildings and one social services office [17].

3.3. Generalization of the given examples
According to the proposed classification, the chain from a digital subscriber to a digital need at
the very initial stage contains a large number of options for ensuring the digital resilience of the
subscriber itself and their means. Each digital tool can be analyzed and compared with others
that provide a similar result. This can be, for example, a SWOT analysis. But to generalize
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the result, the most promising is the development of metrics that characterize the most effective
resilience tools, based on their availability, cost, time of implementation, reliability and other
properties. Such metric approach approved by many researchers, e.g. Linkov et al [4] and
Clark and Zonouz [5]. Whereas this approach was applied for evaluation of most secure paths
combination in [18], it was combined with risk management theory applied to global network
topology. Such risk-aware metrics can be also introduced to evaluation of digital resilience. For
this purpose, we offer to review each property of a digital tool as a component of risk, either
a factor of cost or factor of likelihood. For example, let’s define some of properties for digital
tools as discrete:

• cost cdt – how much does it cost to get this digital tool and use it;
• accessibility adt – implementation agility, or how easy it is to access this tool (or switch to

this tool);
• reliability rdt – a measure of the ability to perform the required functions in the given modes

and conditions of this tool’s use;
• power autonomy pdt – how much independent this tool is from power outages in comparison

to other functionally equivalent digital tools.

Then it’s possible to evaluate digital resilience R for an average household digital tools, which
include redundant power supplies (dt1), diversified Internet access providers (dt2), personal
awareness how to alternate power source for Internet access equipment (dt2) and so on:

R = f(dt1, dt2, dt3, ...dtn),

where dtn is tied to (cdt, adt, rdt, pdt) in a some way which should be analysed and formalized on
future steps of this study.

Similar considerations can be made when analyzing network providers, and data centers,
and each element of the entire chain between the consumer and the service. This leads us to
generalisation of metric evaluation of digital resilience.

4. Conclusions
Representation of individual components of the digital world in the form of a topological space
opens the way to the study of the problem of digital resilience through the study of group
properties, characteristics, dynamics of a large number of network structures.

In the future, the study provides an analysis of means and measures to ensure the resilience of
digital service providers (from online stores to large data centers) during the crisis of the electric
power industry. In addition, it is necessary to develop metrics that characterize the effectiveness
of resilience tools, based on their availability, cost, implementation agility, reliability and other
criteria.
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